Protective Security
L eadership

Effective protective security supports your business goals and fits your organisational
culture. It addresses the security threats and vulnerabilities that put your people,
information and assets at risk. Building the right security culture for your organisation is
essential. This requires commitment and leadership from the top.
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Establish and maintain a governance structure that ensures the successful leadership and oversight of protective security risk.
Appoint a Chief Security Officer (CSO) and Chief Information Security Officer (CISO).

Develop and maintain protective Adopt a risk management Maintain a business continuity

security policies and plans to meet : approach to all areas of protective : management (BCM) programme
your organisation’s specific ; security activity across your ; for the critical functions of
business needs. ; organisation. ; your organisation.
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Identify and manage the risks to your people, information and
assets when working with other individuals or organisations.

WHAT HOW

do you need to protect? ; are you going to protect it?
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20l) Respond

Develop plans to move up to heightened E Ensure security incidents are identified, reported,
security levels in the event of an emergency or | responded to, investigated and recovered from.
increased threat. :
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& Assess & Review
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Assess your capability Regular reviews Build awareness
Conduct an annual self-assessment to E Review your policies and plans in E Provide regular, on-going, relevant
provide assurance your security capability response to changes in your threat / information, security awareness training .
. is fit for purpose. ; operating environment. ; and support. .-'
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